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Table 1 The three important milestones of software development methods

Time of emergence/rise Software development methods Typical technology and practices
1960s Automation-based method High-level language
1970s Engineering-based method Software engineering
1990s Crowd-based method Open source software
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Figure 1 The concept models of classic software and trustworthy software in Internet era. (a) Classic software model and

its life-cycle; (b) trustworthy software model and its life-cycle
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Figure 2 The three software evolution loops and their interconnections. (a) The relations between the three kinds of
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software evolution; (b) the internal actions in software evolution loops
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Figure 3 The service architecture for development and evolution of network-based trustworthy software
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Figure 4 The implementation model of network-based crowd collaboration service. (a) The two integration models for

software creation and production; (b) the tool integration model for development progress organization
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Figure 5 The key mechanisms of software resource sharing service
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Figure 6 The model of software runtime monitoring service
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Figure 7 The model of evidence-based software data trustworthiness analysis service. (a) Development data analysis
model of software project; (b) trustworthiness evaluation model of software resources; (¢) runtime data analysis model of

software instances

ST IR R AT LURE  5U BE 1RO P . RO s R
VAR 445,

IR AT W55 U SRURE T e T B S — R 55 SR 40 4 [ AT RO R, I
{5047 BT 514 B 7 0 TSR, 1 A 2 W MR 55 I S AR5, T i .

3.4 FEANRS

A 3T RS R AL TF AT B 20 B . 9 B S BRI A5 T A PR SCHE LAY, T e KRR
PR S 1) 73 A R4 S B0 B B USORT R A S48 F) B BEAN VAl A8 A (R A 35 50 1)
TEREIT 1) R T4 23 M I 25 2 EEAHENS TR AU « 0 S UE4 A0 Y FUES (25 5 PPAl, LS5 R
W 3 A, Wk 7 P,

o TR HE 3. MR ERTH A I T A R At B (1 S8 B i 22, RHERPEIT Al d (45T K
B B AR R R e A Be il ) BEAT 04T, DO IT ARG sl HEAT B REAN DAL ) 4 L. BE2EHL
HIRAZ BRI 7 (a) Pros. BT A B0 S USRS BRI H AT 55 T A A 855 b il S 20 M H ARAR
RITFRAEYS, i T AT 8 S SRt R H i s (1 4 2307 05 HB 205K I R Hitls o 1 it
FENS SR UL EAT 20 M AN B, SR A T A RS Wy (A T VAL FE AL, A AR T A
ZhEE k.

o IEATHER T, XS HAFAEISAT I B AR N T UE SR 34T 70 B Mz 4, LAPPAG R Geis RS2
Wir s e, 4 0T PR AR GEREA T Bl A T AR AT ) LR Bt SEBLCAE (T e Ak, o o I I 7 (c)
. A AR BUE WA N AR - 3l 208 HARARSC IR OB RS, 55 N TE %
(9~ 5 SRR AN IR AR SC (K00 55 JRAE S Pl b2 Wy B IR 2E A T 20 B LUE A7 A2 W e f
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Figure 8 The software development environment, technology system and application practices of Trustiel.0
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% 2 Trustiel.0 RHEAEHHKAER

Table 2 The software trustworthiness classification model of Trustiel.0

Level Name Description

The lowest trustworthiness level. It means no software trustworthiness evidence is found, it
0 Unknown  cannot be determined whether the target software satisfies the expectations of users over the

trustworthiness of the same software category.

The software entity can be accessed and work as described by the software provider. It implies
1 Available  that the target software satisfies the basic expectations of users over the functional attributes of

the same software category.

On the basis of the available level, software provider declares the software trustworthiness at-
tributes by some documents. The declaration can be verified through domain-specific software
2 Verified evaluation mechanisms. It indicates that the target software satisfies the general expectations of
users over the trustworthiness attributes of the same software category, and these user-expected

trustworthiness attributes are verified.

On the basis of the verified level, the software has been applied in related domains and has

3 Aoolied verifiable cases of successful applications. It implies that the software satisfies the general ex-
ie

bp pectations of users over the trustworthiness attributes of the same software category, and these

user-expected trustworthiness attributes have been verified by practical applications.

On the basis of the applied level, trustworthiness of the software should pass the assessment
conducted by some authoritative agencies according to specific trustworthiness evaluation stan-
4 Assessed dards. This indicates that the software satisfies relatively higher expectations of users over the
trustworthiness attributes of the same software category, and these user-expected trustworthiness

attributes are confirmed by the authorities.

5 Proved The highest trustworthiness level. It means on the basis of the assessed level, the user-submitted
rov

software trustworthiness attributes can be formally proved.

5 #tHXI{E

TR R R R st b A TF R AR S SCHEFREE — ELPNEE HES) AR B A7 M R e 1) o 2L
SR, ST R A 1 R AR AN i R AT T S SRR IR RN 32 N R R R R Ay
K TR R FENLE, BAFTF R I AL GE R LArH AL o B 32 SO AN TF R R K AT IT R T
Ho SERTFRIRES . 3 RETF AR, 2825 K e Dby LA 5 Ay v (1) DA BE AR T R 28023 R0 ol it Jo 2 PR B0 )
TFR B,

TEFAFTT R ITERMTT RINEEAR R G S, [ A 2738 N2 A BERIEIT T 450 B TT R BOR
RS2 . 3 272 B AR B FL I X B T A R A 807 AR IR Z S ), 265k RT3 T 1A
At (Internetware) FRIBT AL EAFRIAL BB T — 8 LUK ZR G5 0 O oo iR R AL SR B RAR RN K 5
0 BOL otk — 20 Jo I 24 BA5E T I A5 B M A A AR L YA T R DA R SCPE R B Ay it F AT R R 5
X. Grady %6 A B2 ZE53 87 SourceForge S5 YR H &1 & 25 Al 125 T80 R R IR EE (1) 52

SOREAREAE, FEEEtH T PR IF AR R B MR & R R A5 1. Rick 58 A 331 I DUTFRE A FIAEIX IR 55 R 46
N s RERE S P IE A AR B K TR (metropolis model), St T —FHX 0% 00 N B3 L SREIA B
%Djiﬁﬁﬁ}%ﬁﬂcﬁ#ﬂﬁﬁk%%m s TOTIR R AR IR R RRSREAL . ShA B AT
JIAELAE JEN). Tapscott 28N O Sl I &8 ) M da H, BEAE LM AN B R AT Web 2.0 1 H 25381
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AT, BFE AT R AL N 135 22 R M ASE o B R (A F LUX A5 FFIR, 23 IR BRAT B A% L IR R A B
£ (mass collaboration) [ A5 HLH]. Herbsleb4 $&H T BRI A TR, JE0 T T 2RI
P RAE AR RGBT« F5 KR AT R A S T SR TR 2K, ARt kAl 3 e
FRRNI N0 AR 58T 7 1), Howel®5) AT FA T 7RS4 TF R A5 25 h v A (R T 1 IR 5 A
KRRE, WA RIEE) . e T RIS 3 AR T A IR BE 1R G858 3 1 4K
PRI AR A B RS X

FEFAT IR TF R T HABARTT 1, B I T R 1 17 73 A 2R 25 A T R B AR RIAT Ay 53
BB 5E TAE. Mockus 46 A 1361 Tl Jdb 6] 25 4 TR IR A Apache IS5 #5 TT R B HEAT 2007, R T
P5AE DR ML S A S R TR AR, nl e B T4 m iR T R 803, & U 3k TR A
AR T M. Crowston 28 AN BT 2047 T 120 4K B SourceForge 10 H [ B\ F2 H 6l b 2R i &R
g, o T IFUEAT I R A B, JF AR IR I IS TT A BB o 0 A2 A AR A B A 23 1AL
Sarma 25 A B8] $2H T —FFR A4 Tesseract HITF RIS “fha —HAR? MM R 1Al PLAL ) Y 2%,
B R A TP RGBS ) Ak —HoR? KB A 5 2%, Dabbish 28 A B9 %} GitHub iX—
I HAEE ST R W AT TS, st e HH P ATV A A, 204 T GitHub &8 R0 A2
AT AT T2 AT () P BEAR AT UM R I S F ARG - 2 A R R . N A H AR
S ) IR, Posnett 55 A B0 2307 T 4304 ST A IRRE T GO SR A S (0 D3 o A 0 e, 4 H
— R RS R — Y PR 0L DR R 28 B IR I SR SR IR 0 1) %
VE AU EUS IS BR A B A I B EAE B R . Bird 22 A YU J@ R X Windows Vista H R LRI ST, 43
AR A1 U R AR X ARSI R A Ji R B 50, 15 3 e B 57 8 7 22 e DR AN 2o A B
FEAEARR B, A 2R 4 (1) 22 SeoAE DR T b BT BT R R i = AR . H R, P R AR B
FUSEAN F SUE S0 AT, Hi o I B RO R TR SO 2 A S I

TERAE O UE S FL T A5 VAL 7 T8, B TR A (R DR e, FRURFEAE 0l B Ay FL I ) rh RS B K
(R ERA XU, X6 TR TR B PP A A U . H A B 32 SEFF54E X  SourceForge« GitHub
ERR T UG R TEIE. 2009 4 Mockus!2) 4 BR ORI FRUS AR AT B U5 E IR SR EAT T Gevk 2 i,
1 SourceForge T ITUE I H MG 12 J7, GitHub i Git &R HiBid 13 J7; 2013 Fix /N
o350 47 J7 (SourceForge, 2013.06) F1 400 J7 431 3B T 4 £5H0 30 £, BEA TR M
BN, BIFFCN 53 T 46 O TR A A PR AT A Pk B i ) . S b, SR TS AR A ot b n] B AL 8 4
AT N B D I AR S A TRO1 ) e e 2 b A 0P T B A R A T A I PR B e 7 )
Lz W3 40 ZAEMIRRE, DU B SRR RS B2 (software metric) A T 4K A4 T R4S
(1) —AN FE RIS 5 ), A 43 A 1 o B DA e AW ) Ak . FRUEAAN TR AL, Hre AR TIRZ A
A L ) AR AL (SR [45,46) 5F). FEUBIEAL B ATTMCSCREEAR I H A XS N
T, $e TSR I EE . AR XSCRE MRS UL AR TR R PE, JERCT Navical*™ . OpenBRRY  Fi
SQO-0SSH8! 25 i A . Forh OpenBRR FE L JE AR B A TFYR T St VPA AR AR 5 70 AT 38N T 5 AL
DX (BLAH AN R R LAARHERNTF T80 7 SRR T TBCIR AR AR AR 3E AT PR, A2 B T YR AR A 1 V7
AN, oo & PR DO REME . SCHRE S RS I IS R DA I Ak #4%) FLVPAl i RE 7 21 S R
SE IR VPAL J VR DGR R, 1T S 4T 40 BRI T VA4 AR E. H AT, R BRI v R I A %
P50 AN PEAL AT e T iy v Ik R

FETAV S, BRAFIT R IAEE 5 M4 0 [A) TR 455 08— DR EES. CollabNet &40 =R

1) OpenBRR, Business Readiness Rating for Open Source, http://www.openbrr.org.
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RS TSI R 7 A B AT RS T ) 7, JLAE ARk ) TeamForge K50 & BE L 74
SR, SRR . T H A EE . SEI0 AL (lab management) AR L HAE A E] Web N A iy J& 104
A, LASCREA A TP R AR v o 3R A RS A, S T Tl REAFDNS 3 (KB ) T R A E 1490, 2
G IT RIS Visual Studiol®0 J& 7 52 [T A& PR A5 SE Al 1 Ji e SR (1) Al 4 g TR A T R BRI, JLIE 47
KB TFS (team foundation server) 57 b fi A1 A B RIHLHIAIH S AL, SR ALRRCA P H] L B QR
ER AT AR S /3 A AT & T . IBM Rational Jazz Pt SR —Fh IR BORE WA (19 3 PR RLT &1 6, o
Ve 1 2 B RpSE SRBHEA, 3L 2008 EHE B EIBA P ) TR R AIME TR | i i BT R BERE 4 JT K
B Bl {5 R A P R R SR B S8 IBM AR IL R A TR AR B S LN — R ITI T  HLA] (IBMs
internal open source bazaar, IIOSB)2 G R B AFGIVERI AP~ A 45 5 A 2R R,

6 it

ARG HATIT BB L, “Ryigie” M AN hie” AR, KT BB A TRALIE N
ARRM AR HEARMR, & TSI ACH I A5 P U BORIER, LR IACLIOK, BUILIR R 241 & (1)
BAFTT RN A 2 T BATEZ R 7R, AT BRATN “AAR” R <Bdbie” A, KREAR (A |
BEUEIY L IS AT AN AT 70 M DU RAZ O L 5 IR A Tk A A7, 38 R TR S mT 5 S PR
R TF R TER. IXFEAE R 2T M OFTURT AR5 PRI @ AR 10 B2, wE A TR AR A B2
HE FRURE TR+ B ARG ot (AR BRSSO AT AS I Bt A L (AT Rk, st s
PN L N =Y N R S 2 NI BTN 7/ N o R o S TR

MEAR B, TR AT T A BOR S AT A 5 U0 2 1 B B AR AT 5, JF A
H—RARAE 2% 0 “AE IR A BTG | e AT AE Mg Ly T Mg R AR5 MR R IE RS, 3K
[ 22 F R HTE G RN PR A O e T K mBORUIFUR T R SCRE R, JATTIEAE
TR R R A AT (R PT A A s 25 AE AT SR BORITST, #E Trustie2.0. Trustie2.0 KR Eidfs
H M 2 S A BORSE T AT TS R A B 0BT RE 7, SR THbIb [ T A i 55 AN B 5 2 =2 1 55 A B J
Aoy FITE, TE 15835 1 IR 55 A BT E WU, A BAFI2 AT AT 3 (K SCRE LI 0T R A AT R Rk, 55
BURHRAF T~ 38 AT A AL IR 4 T R0 S 4.

i EWRMERSIORF R LRI RGE RIS TR TE S RA T T RN EH =,
R T E 4B R AEAZS SR BUK A0 L 55 B 7 T8 Y 5T

S 3k
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Abstract With the coming of the Internet era, great changes have taken place in the development models,
runtime environments and providing styles of software. Being an open and collaborative working environment,
Internet gives birth to mechanisms for successful crowd-based and collaborative creation, which have had pro-
found impacts on development and application of software. How to combine these mechanisms with industrial
approaches for trustworthy software production, and to improve the development efficiency and quality of soft-
ware, are new challenging issues of software technologies in Internet era. This paper proposes a new approach for
trustworthy software development based on the crowd wisdom, namely Crowd-based Method, which centers on
crowd collaboration, resource sharing, runtime monitoring and trustworthiness analysis, to support the transfor-
mation from creative software works to mature software products, and supports the evolution of software. Firstly,
an evidence-based concept model of trustworthy software is proposed, which classifies the data generated at the
stages of software development, sharing and application as three kinds of trustworthiness evidence of software, and
constructs a new process model for software evolution. Secondly, a service model for collaborative development
and evolution of trustworthy software is proposed, which supports: (1) the socialized software development deeply
combining the software creation and production; (2) the open and ranked trustworthy software resource sharing;
and (3) the evaluation of software trustworthiness based on mass data analysis. Finally, with the background of
the highly trustworthy software production tools and integrated environment (Trustie), this paper expounds the

key technologies, development environments and application practices for the proposed Crowd-based Method.

Keywords trustworthy software, crowd collaboration, resource sharing, runtime monitoring, trustworthiness
analysis, software evolution

18



THERY FERE BB B

WANG HuaiMin was born in 1962.
He received the Ph.D. degree in com-
puter science from the National Univer-
sity of Defense Technology, Changsha,
in 1992. Currently, he is a professor at
National University of Defense Tech-
nology. His research interest includes
distributed computing, internet com-
puting and software engineering. He is
a CCF Fellow.

XIE Bing was born in 1970. He re-
ceived the Ph.D. degree in computer
science from the National University
of defense Technology, Changsha, in
1998. Currently, he is a professor at
Peking University. His research inter-
est includes software engineering and
formal methods. He is a senior member
of CCF.

YIN Gang was born in 1975. He re-
ceived the Ph.D. degree in computer
science from the National University of
Defense Technology, Changsha, in 2006.
Currently, he is an associate professor
at the National University of Defense
Technology. His research interest in-
cludes distributed computing, software
engineering and data mining. He is a
member of CCF.

LIU XuDong was born in 1965. He
received the Ph.D. degree in computer
software from the Beihang University,
Beijing, in 2007. Currently, he is a se-
nior researcher at School of Computer
Science and Engineering of Beihang
University. His research interest in-
cludes network software development
methodology, trusted software technol-
ogy, middleware technology, and infor-
mation technology standards.

19



